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Magicians and hackers have a lot in 

common 

ÅThey like to wear 

black 

ÅThey like to ñshockò 

people 

ÅThey have Secret 

Knowledge 
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Magiciansô Arsenal 

ÅActions 

ÅProps 

ÅPeople 

ÅBasic Psychology 

ïMisdirection 

ÅAdvanced Psychological Techniques 

ÅExample of the Magician-Hacker 





Feint 

ÅPretend to do something, but in reality nothing 

happens (the hand is empty) 

ÅñA False Showò 

Hack: Purposeful delay,  
ά/ƘŜŎƪƛƴƎ ȅƻǳǊ ŎƻƳǇǳǘŜǊ ŦƻǊ ǾƛǊǳǎŜǎέ  



Bluff 

ÅñFeintò but calling attention to the action 

ÅPretending, when nothing really has happened 

or will happen.  

IŀŎƪΥ ά²Ŝ ƘŀǾŜ ŘŜǘŜŎǘŜŘ ŀ ǾƛǊǳǎ ƻƴ ȅƻǳǊ ŎƻƳǇǳǘŜǊέ 
Phish, Used in Social Engineering 



Sleight 

Å..is a Secret Action, combined with technique 

ÅSleights may require years of practice 

ÅSleights are less valuable if they are well known 

ÅSleights can be worth money 

ÅSleights are sold with an underground economy 

Hack: Exploit, Buffer Overflow, 0Day. Etc. 



Temps or Timing 

ÅTiming is used to improve deception 

ÅOr make people forget 

Hack: Planning ahead, low frequency port scan 





Gimmick 

ÅA secret device 

ÅPerforms some useful function which is 

unexpected because it is secret 

Hack: Rootkit 



Gaff 

ÅA visible device with a secret function 

Hack: Easter Egg, backdoor, hidden function 



Fake (Feke) 

ÅA simulation or emulation of a real device 

Hack: Trojan Horse, Man-in-the-middle 





Secret Accomplice, Stooge, Shill 

ÅSomeone who knowingly helps the attacker 

ÅThe victim does not know the insider is an 

enemy 

ÅThe more trusted, the less they are suspected 

ÅñThe Enemy of my Enemyò ploy 

IŀŎƪΥ LƴǎƛŘŜǊ ¢ƘǊŜŀǘΣ άCǊƛŜƴŘ wŜǉǳŜǎǘέ ŦǊƻƳ ǎǘǊŀƴƎŜǊ 



Unwitting accomplice 

ÅSomeone who unknowingly helps 

ïñPlease forward this to everyone you knowò 

ïñIôm trying to help one of your colleagues whoôs 

visiting us todayéò 

Hack: Social Engineering 



The Patsy, or ñFall Guyò 

ÅInnocent 

ÅBut takes the blame 





Naturalness ï first principle of magic 

ÅOften takes years to perfect some sleights 

ÅFailure to deceive occurs if unnatural 

ïi.e. Email from your ñfriendò  

ÅThe more natural it is, the greater probability of it succeeding 

 

Hack: Everywhere 



And when naturalness isnôt possible 

ÅMinimize the unnaturalness as much as possible 

ïE.g. Reduce the number of log entries, alerts 

ïMake log entries look more natural 

ÅñAAAAAAAAAAAAAAAAò => ñProjectDirectoryò 

ÅEnglish Shellcode 

ÅHide what you canôt eliminate 

ïE.g. Oracle.com vs Orade.com vs. 0racle.com 

Hack: replicate legitimate e-mail, similar domain names 



And when you canôt, make the 

unnatural natural 

ÅContrived Justification 

ïCreate a reason for the unnatural action 

ïSocial Engineering 

ÅRepetition  

ïMaking the unnatural natural 

ïMake a script kiddy attack have the same log pattern 

as your attack 

Hack: Social engineering, port scans with secret attack 





Misdirection 

ÅA way to control attention so they donôt see 

anything unnatural 



Focus their attention away from the 

unnatural 

ÅStimulate Interest 

ïAttract attention 

ïAppeal to their interests 

ÅDistract attention from the unnatural part 

ïñOMG! Check out what she is doing in this picture!ò 

 

Hack: Spam, thumbnails w/flesh tones 



Directed Misdirection 

ÅCan be caused by an action, or be distracting by its 
very nature. 

ÅCan cause suspicion 

ÅAttracts interest because of the topic 
ïLady Gaga!/Beyonce! 

ïJustin Bieber! 

ïFree iPad! 

Åor uniqueness of the event 
ï Setting off a fire alarm 

ïManipulating the HVAC 

ï Another attack 



Discovered Misdirection 

ÅDone ahead of time 

ÅUndetermined when it happens. However, when 

discovered, it commands attention. 

ÅIf you can control the timingé.. 

Hack: Discovering a server is infected with a virus 



Constrained Misdirection 

ÅHacker controls the ñviewò of the victim 

ÅGetting the victim to remotely access the system 

that is secretly under control  

Hack: Virtual Machine, Man-in-the-middle 





Encourage false conclusion 

ÅDevelop a false premise 

ïProvide evidence that the false premise is correct 

ÅCreate a false alarm 

ïPurposely create a condition that ñraised an alarmò 

and then proves it was wrong. Repeat 

ïCauses alarms to be distrusted 

 

Hack: DarkMarket Sting, EICAR signature in real virus 
Stuxnet? 



Use multiple methods 

ÅSpectator thinks that because a method  wasnôt 

used one time, concludes it wasnôt used ever. 

ÅAllows multiple ways to accomplish the same 

thing if one method will be detected 

ÅPurposely reveal method to encourage false 

conclusion 

Hack: Multiple 0days in virus 



The Switch 

ÅLet them examine everything before and/or after 

Hack: Switching modified programs, self destruction 



Fake Revelation 

 

ÅReveal an inferior method used by ñothersò 

ÅAn example will followéé 



Summary 

ÅBy combining the toolkit and psychology of a 

magician 

ÅWith the skills of a hacker 

ÅCreates a new style of hacking 

ÅThe goal: undetectable hacking 






